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US All  TE It is not clear how this document fits into the ISO/IEC 
27000 series of standards; i.e., which ISO/IEC 27000 
standards are prerequisite to ISO/IEC 27004 and which 
ISO/IEC standards come after ISO/IEC 27004. 

Identify where ISO/IEC 27004 is within the documentation roadmap for the ISO/IEC 
27000 series of standards. 

US All  TE The document implicitly assumes that the selection and 
validation of controls is covered in other parts of ISO 
27000 series. However, it is not very clear to the reader 
whether the selection/validation of controls is within the 
scope of ISO 27004. 

Add an explicit  “Assumption” sub-section in Section 5 to include the following: 

• This document will not contain any guidelines for ensuring the sufficiency of 
selected controls. 

• It is assumed that the control selection and implementation is done as part of 
ISO 27003. 

• It is assumed that the Risk Assessment process validates the sufficiency of 
the selected controls.  

US All  ED The document terminology is inconsistent in the usage of 
the terms “ISM measurement”,  “ISM Measurement” “ISM 
measures”. “Measurement” and “Measures” are used 
interchangeably. 

The case and usage should be consistent throughout the document. Perhaps the 
comment that appears late in Section 9 about the term measurement and measure 
should be introduced early on and then the terms should be used appropriately as 
relevant.  

US 6.5  ED Typo in item (vi) – there is an extra comma Remove the comma. 

US 6.5.1.1  TE Item (g) – “improve effectiveness of the ISM 
Measurement” is very vague and how is it aligned with 
item (b). 

Item (g) should be removed or tied to some specific success metrics or baseline 
criteria. The process as part of the PDCA model should be aligned with the ISO 
27001 process and since item (b) seems to state that, then Item (g) appears to be 
unnecessary. 

US 6.5.1.2  TE There is no reference to auditors throughout the 
document. 

Would the beneficiaries include the auditors? If so, they can be listed in this 
section. 

US 7.3  TE Section 7.3 refers to “applicable assets and technology”, 
but no reference is provided in the document as to how to 
identify such assets. 

Document should specify that a standardized, systematic procedure be followed to 
ensure that all information assets are identified.  ISO/IEC 18028-2 decomposes an 
organization's information technology systems into a layered hierarchy of 
equipment and facilities groupings and examines the activities that occur at each 
layer to identify information assets that need protection. If such a specification is 
included in ISO/IEC 27003, then a reference will be sufficient. 

US 7.4  TE Section 7.4 does not provide any guidance for Document should specify that a standardized, systematic procedure be followed for 
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systematically establishing the measures identifying appropriate performance measures. For example, ITU-T X.805 offers a 
perspective of organizational activities which can be relevant to measure definition  
- for instance securing access of a business object such as customer database by 
an IT organization (for maintenance) versus a customer care group (for trouble 
shooting) would need to be measured and monitored using different performance 
measures. 

US 7.4.4  ED Misspelled word “derives”  It should be “derived” 

US 7.5  TE The criteria “meaningful” can be subjective and may not 
guarantee comprehensiveness of selected measures. 

ISO/IEC 18028-2 framework can be used to provide a comprehensive justification 
of the defined measures, and should be specified as a recommended approach. It 
would also be consistent with the threat and vulnerability assessment that should 
utilize ISO/IEC 27003 as well. 

US Annex B  TE Some more situation specific examples will be helpful Examples of regulatory compliance and additional measure definitions and 
measurement approaches for a simple case study can be added 

 


