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Quick selection of ePassports and eVisas for Type A and B
ISO/IEC 14443 chips

Scope:

This article proposes amethod for quick selection of ePassports and eVisas for ISOIEC 14443 contactless smart
cards.

Background:

Annex K, ICAO Requirements for ePassports interoperability specification lists anumber of identified issues
that are out for comments. | ssue— K.06 dedls with distinguishing between ePassportsand eVisss.

I CA O ePassport meeting 2004-06- 18 in London came up with the following resolution:

Type A and Type B ePassports shdl use asmilar/the same coding for the eGovernment gpplication.
ePasport and eVisa gpplications shdl be dlocated with dedicated AFI codes

For Type A chips the AF code shdl be retrieved in the Historical bytes of the ATS
For Type B chips: the AFI code shdl be retrieved during the REQB/WUPB command sequence.

Basics:

The bagic ISO/IEC 14443 type A initidisation, anticollison and sdedion procedure is shown in figure 1. The
RATS command sequence provides compatihility with ISO/IEC 7816 viathe ability of the PICC to respond with
Higtorica bytes defined in |SO/IEC 7816-4.

Herewith it s proposed to use the same mechaniam for identification of ePasgport and eVisachipsand dlocate a
new gpplication dasstag for contactless PICC s that support the AFI coding of 1SO/IEC 14443-3.

The coding of AFI is specified in ISO/IEC 14443-3,

AFIl coding:

A proposd for eGovernment coding is the following:

Amendment to ISO/IEC 14443-3 Table 12 — AFl coding

AFI AFI Meaning Example/ Note
Mogt sgnificant Least Sgnificant
Half byte Half byte

9 ] EGovernment Induding dl subgoups of
‘o

9 1 ePassport

9 2 eVisa

9 3 ePassport ard eVisa Multigpplication in one
chip

In the case of eGovernment PICC's the Least Sgnificant Half byte is standardised and not for proprietory use!
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For Type A chips: the AFI code shdl be retrieved in the Higtoricd bytes of the ATS:

ISO/IEC 14443 o ISO/IEC 7816-4
clause 8

A
\

.

_ISO/IEC 14443-4_

C . ) b clause 5
Field On

Send REQA
TL
Receive ATQA (Length
byte)
T|0 Amendment 7816-4
(Format
byte) AFI
| This data object denotes the availability
Anticollission loop IE/_E)(lt) of an AFI (Application Family Identifier).
(7 byte) This data object is introduced by 91",
| The length of this data object is 2 bytes.
(HIBb(;t)e) The coding of AFl is specified in ISO/IEC
14443-3.
Send RATS |
TC(1) -
(IF byte)
| [ 8o N[ or [ an D
1 ] —
Receive ATS << (Historical < %{‘;ﬁgﬁ;‘rf C-TLV c-TLV
byt:es) R
Tk
(Historical
bytes)
Parameter exchange and
Exchange transparent CRC
data

Figure 1. Activation of aPICC Type A by aPCD

Implementation:
The proposed method can be easily standardised by amending | SO/IEC 7816-4.

Application example:

* A passport reeder termind can request dll available PICC's and immediately chedk if the selected PICC holds
the one and only ePassport gpplication or if it holds an eVisaor any cther gpplication.
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