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EU organization for EAC ePassport

The Brussels Interoperability Group (BIG) was formed in 2006
to resolve the technical issues related to the development,
BIG works under the authority of the Article 6 Committee.
In charge of the development of EAC Specifications
— Specification
— Conformity test specification for ePassport and System reader
implementation and application of EAC in the member states.
finalizing the PP- EAC (protection Profile) and the Certification Policy for EAC ePassport,

Coordination/Information’s on pilots implementation,

providing guidelines to EU member states on the implementation or help of technical
specifications

Europe BIG Europe art6

EUROPEAN COMMISSION

DIRECTORATE-GENERAL
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Members of BIG group

Chairman: Bob Carter (UK)

Members from around 20 states
Ministry of Interior or Security Department
Ministry of Foreign Office
National Standard bodies representatives
Manufacturers representatives named by countries

Sub-groups
Certificate Policy: Government only
Conformity tests specifications groups mainly German, French and few members

Informal liaisons:
ICAOQ,
EU CEN standard bodies, National Bodies
ISO SC17 WG3, WG4, WGS,



BIG development impacts
on products & system

Manufacturers & Labs

EAC Specifications
PP-EAC Specifications
EAC ePassport Dev.
EAC Tests suit Spec.

Security Algorithms

Counter measures

Product evolution
Performances & benchmark
PP-EAC Product certification
Migration of customers

Test tools / demo tools
Integration in solutions
Manufacturing process
Perso: New CMS / KMS
Production capacity
Techno brick for Insp. Syst.

EU Members
EAC Specifications
PP-EAC Specifications
Certification Policy
EAC Tests suit Spec.

Management of certificates
PKI infrastructure
Readers / terminal selection

Enrolment technology (Camera,
finger print sensor, Signature...)

Organize decentralized Kiosk,
rules & process

Central data base applications
Web portal for citizens

Secure transmission inter-sites
ePassport Mgt System
ePassport suppliers (booklet,
inlay ...)

Manufacturing Process (booklet,
numbering, personnalization...)
Quiality control & Logs
Regulation at EU / Nat. level



Time line reminder for EU ePassports

Within the EU BIG (Brussels Interoperability Group) , all major European
countries are planning to study the impact of EAC m igration in terms of
functionality and interoperability.
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Standing documents

EAC Specifications v1.11

Protection Profile PP-EAC v1.2

Conformity EAC ePassport tests v1.11
Conformity EAC Border Control reader tests
EU Certificate Policy v0.4a

Workshop

process rules
Forms / automatic excel files for results interpretation

— conformity tests
— Cross over tests

New subject to come in the BIG: Resident Permit
First version of specification based EU Passport EAC V1.11



eRP feature requirement

Mandatory and specified in the e-RPC spec:

Will be a biometric smart card equivalent to ePassport
— ID 1 format
— Based on ICAO 9303 parts 3 & EAC V1.11(last orientation in the EU art6)
— MRZ but many discussion on

Contactless is mandatory (for Travel functionality eg ICAO)
— Including facial picture and two fingerprints

Optional and not specified in the eRPC spec :

E-services using different approach
— Full contactless interface
— hybrid interface
— dual interface cards

A separate contact chip may be incorporated for national use which
shall comply with ISO standards and shall in no way interfere with the
RF chip

RP likely to be equivalent to the ECC (European Citizen Card)




ONU Etats Membres

ICAO TAG: malin points

I'aviation civile
internationale

I
TAG

Work in progress: TAG WP addressed Techrical Advisory

Group/MRTD

New appendix 1 on Security for 9303 partl to 3 => WG3 TF1 ,
New guide on “reading failure ePassport” dedicated for border control NTWe

New guide for assessing security in passport issuance — good practices and security evaluation
tool to be launch => NTWG

Proposal for EAC generalization for data protection : all DG’s => WG3 TF5
Launch work on LDS evolution for 2011=> NTWG
Start exchanges for PKD system with 10 countries => PKD sub group

Start work to facilitate the usage of TD1 (ID1) document at border after the difficulties observed
at Shiphol airport on the reading system => NTWG sub group

Launch of new work to share Biometrics data base between countries => NTWG
ICAO RFI feedback — 32 on 73 proposals short-listed as good proposals
PKD ticket 85K US$ to access — proposal to reduce this cost to 25K US$

EU feedback by Sylvia Collins on EAC passport and regulations — presentation of the “Border
Package” (Eurosur / Frontex agency and new tools at border)

Interpol feedback by Ivanka Spadina on lost & stolen MRTD — automatic links to MIND/FIND
platform system

Members: 16 countries in TAG + Sweden & Portugal
Debate on ICAO TAG evolution / new working groups ....to follow.



ONU

Etats Membres

ICAO PKD - Public Key Directory

I"aviation civile
internationale

OACI

PKD-Board

Work in progress
New chairman of the board: M. BRAUER from Germany
Financial approval by the members

Amendment from China on the MoU rejected (linkled to region of

China)

“Masterlist” and CRL lists management shall be updated
National CP is requested for each member

CSCA upload and management shall be done in secure way

EU specificities with EAC shall be addressed soon for CVCA & DV

exchanges
The Masterlist concept seems cover by Microsoft patents !
Next meeting Sept 22th Berne




Thank you for your attention!
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