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Monday, December 10, 2007 11:04 PM to 12:25 PM

1. Administrative

1.1 Call to Order (k. stull)

Mr. Stull, Chairman of the INCITS Study Group on Security Best Practices, called Meeting
4 by teleconference to order at 11:04 PM. He welcomed the participants and thanked
once again Mark Clancy and Citigroup for arranging the teleconference.

1.2 Appointment of Recording Secretary (. stull)

Mr. Stull noted that Ms. Bartol, as the new Study Group Secretary, would take over the
handling documents, vote calls, and meeting attendance. Mr. Stull will continue to
prepare the meeting minutes.



1.3 Introduction of Participants (k. stull)

Each meeting attendee was introduced by roll call, then the Chair asked if anyone else
was present. Only existing members were present:

Member Representative(s)
Booz Allen Hamilton Nadya Bartol (2nd
meeting)

Mike Gerdes (Alternate)

Communication Russ Davis
Intelligence Corp

Credit Industriel et Ken Belva (Alternate)
Commercial

Direct Computer Joe Buonomo (Alternate)
Resources (DCR) Ed Stull

Financial Insights Aaron McPherson

FSTC John Fricke

IBM Christine Knibloe
INCITS/CS1 Liaison Daniel Benigni - Liaison

(non-voting member)

Zions Bancorporation Preston Wood

1.4 Voting Status (k. Stull)

At this meeting the following membership changes have occurred since the last
meeting:

1.4.1 Organizations that have requested voting membership
None.

1.4.2 Organizations that have requested advisory membership
since the last meeting

None.



1.4.3 Organizations that have updated/changed their

membership since the last meeting

Orange Parachute (responded to jeopardy letter and will be rejoining at the next
meeting).

1.4.4 Organizations that have resigned their membership since

the last meeting

Pacific Life.

1.4.5 Organizations that missed the last two meetings and will

1.5.

be issued jeopardy letters

None.

Antitrust Guidelines (E. stull)

REFhttp://www.incits.org/inatrust.htm

Mes. Stull reminded the participants of the need to maintain the utmost fairness in the
conduct of the Study Group and referred the participants the reference document
above.

Chairman's Remarks (k. stull)

Mr. Stull expressed that the goal of this meeting was to advance and build consensus on
the development of the text for a recommendation to the INCITS Executive Board while
identifying the means for completing sections through assignments to members.

Approval of the Agenda (k. stull)

REF:SBP/07-0036

Mr. Stull invited the participants to review the agenda to determine if any changes were
needed. Mr. Benigni offered to present a brief overview of how INCITS CS1 might be
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Executive Board. This was assigned to Agenda Item 10.

Motion: Buonomo - Move to approve the revised agenda.

Second:Bartol
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http://www.incits.org/inatrust.htm
http://www.incits.org/tc_home/sbp/sbp070017.htm

Motion Discussion:There was no formal discussion of the motion.
Vote: 5-0-3=8

Motion passed.

Document Distribution (. stull)

REF:SBP SD-01 (SBP Standing Document 1 ¢ Document Register)

Mr. Stull called attention to the online Document Registered
(http://www.incits.org/tc_home/sbp/sbpdocreg.htm) and the recent additions to the
register.

Mr. Stull also called attention to the pending resolve from the INCITS legal office
regarding copyright protection as it applies to the internal distribution of documents in
the Study Group.

Approval of Pervious Meetings (#5) Minutes (k. stull)

REF:SBP/07-0043 Draft Minutes - INCITS Study Group on Security Best Practices,
Meeting #5, November 20, 2007

No changes were expressed. The following motion was addressed:
Motion: Buonomo - Move to approve the minutes.
Second:Bartol
Motion Discussion:There was no formal discussion of the motion.
Vote: 5-0-3=8

Motion passed.

Review of Previous Meet@dsmangds Act

PreviousAction Item 1: Not completed, will be carried forward. Mr. Clancy and Mr.
Gomes are to provide an overview of a Citigroup project that could become a base
document for a Risk Management and Compliance Standard.


http://www.incits.org/tc_home/sbp/sbpdocreg.htm

PreviousAction Item 2: Completed. Mr. Stull will contact the vendor members about
drafting a vendor section for the Final Report.

7. Unfinished Business (. stull)

There was no unfinished business.

8. Review of Strategic Collaborations (s. Erkonen)

REF:SBP SD-03 SBP Standing Document 3 ¢ Strategic Collaboration

Mr. Benigni noted that Mr. Erkonen had changed organizations and therefore was not
continuing with SG-SBP.

Mr. Fricke and Mr. Stull briefly discussed the role and value of consortia to gaining
consensus and support from elements of the financial services and insurance industries.

Mr. Stull noted that FSTC, BITSandDHSY 2 40 AYyGSNBAGSR Ay GKS {did
Report. In particular, each would like to receive and comment on the draft planned for
release on December 26, 2007.

9. Development of Security Best Practices Report (a.
McPherson)

Mr. McPherson reviewed the current draft outline that he prepared and distributed
earlier @A I (0 KS { ( dzRat. ThB page dithdfdidins tortSpicd w3s again
reviewed emphasizing that the report text should be driven by the consideration that
the report is an expression of one set of executives (i.e., the Study Group) to another set
of executives (i.e., the INCITS Executive Board). Thus, detailing is not necessarily of
interest, but rather vision and substantiation.

Mr. Stull provided a brief review of a caucus with the vendor members to develop a
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member participant will contribute to this section.

Ms. Bartol recommended that the matrix for the recommendation be altered for
simplicity. Mr. Stull commented on using a green, yellow and red rating system for the
documents indentified in the SG-SPB Document Register. Ms. Bartol will extract and
forward the documents for the rating matrix to Mr. McPherson.

Mr. McPherson reviewed the work of Financial Insight in creating a Fraud Index and how
it could be integrated into the final report.



Mr. Stull noted again that this was the period where all members need to work closely
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organize the recommendations for their respective industries.

Action Itent Mr. McPherson will publish a task list for the Final Report.

It was noted again that Mr. McPherson is considering the creation of an article to be
published through Financial Insights about the Study Group, its mission and
recommendations as well as its members and their contributions to the financial
services and insurance industries.

Action Itent Mr. Stull will contact Mr. Clancy and Mr. Talbot (not present) to update
them on Meeting #6.

10. Resolution of Study Group Position (m. Clancy & R. Talbot)

The members agreed that it would be appropriate to wait on resolution of the text
contributions until these were integrated into the final report thus establishing a better
context for evaluation.

11. Review of Consensus Base for Financial Services
Sector (M. Clancy)

It was agreed that at this point in the Study GroupQ life cycle, the financial services

sector consensus will be best acquired through the support of consortia such as FSTC,
BITS and LOMA.

12. Review of Consensus Base for Insurance Sector (r.
Talbot)
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insurance sector consensus will be best acquired through the support of consorti.

13. Work Plan and Timeline

REF:SBP SD-04 (SBP Standing Document 4 - Work Plan)

In the absence of further contributions to the work plan and in that there has been no
objection to the work plan and timeline as defined in Meeting 3, the Meeting 3 Work
Plan and Timeline will continue.



14. Review of Action Items from This Meeting (k. stull)

The following action items were assigned during this meeting:

Action Item I Mr. Stull will contact Mr. Clancy and Mr. Talbot to update them on
Meeting #6.

Action Item 2: Mr. McPherson will publish a task list for the Final Report.

Action Item3: Mr. Stull will contact X9 regarding the final report.

15. Future Meetings (k. stull)

REF:SBP SD-05 (SBP Standing Document 5 - Calendar)
Mr. Stull noted that the next meeting would be held December 18, 2007 by

teleconference, and that contributions for the Final Report of the SG-SBP would remain
in development.

16. Adjournment (. stull)

The December 10, 2007 - Meeting 6 of the INCITS Study Group on Security Best
Practices adjourned at 12:25 PM.

Motion: Buonomo - Move to adjourn the meeting.

Second:Mike Gerdes

Motion Discussion:There was no formal discussion of the motion.
Vote: 6-0-2=8

Motion passed.



